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Security Protection Plans

N

Candoris Security ProteéctioniPlans dre designed to provide peace of mind when,it
comes to security and'compliaince. Entrust our team of experts to epsure that your
organization i§current on anhualassessments and services required to maintain a

healthy and safe environment.

Network Penetration Test

Vulnerability Assessment

Servers & Backup Health Checks

Firewall Health Check
Network Support (Remote Support)

Security Expert Consultation

Advanced

Annual (External) Annual (External & Internal) =~ Annual (Comprehensive)

Annual Bi-Annual Quarterly

Annual (1day) Bi-Annuall Quarterly

Annual (1/2 day) Annual (1day) Annual (2 days)

12 hours 24 hours 36 hours

1hour 2 hours 4 hours

Customized plans available to take advantage of our full list of security offerings.

» 365 Assessments

» Risk Assessments

» Compliance Assessments

» Wireless Network Assessments

» Phishing Campaigns

» Red/Purple Team Exercises

» Table Top Exercises

» Network Segmentation Checks

» Network and Security Implementation Services
» Backup & Disaster Recovery Tests & Planning
» Incident Response

» SOC-as-a-Service

» Social Engineering

» Security Awareness Training

» Health Check Offerings

» Security Policy Development
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Network Penetration Test

Whether you must meet compliance regulations (PCI, HIPPA, SOX, GDPR, CMMC, etc.), insurance or audit requirements, or just to document
your security due diligence, the Candoris team can put your network to the test with an annual Network Penetration Test. Our testing meth-
odology follows NIST SP 800-115. Findings are cross-referenced to NIST CSF and CIS CSC standards so you can reference defined frameworks
when it comes time for remediation. Upon completion, the PenTester will guide you through a report including executive summary, detailed
steps of actions taken, written findings including screenshots, and if needed, a recommended course of remediation.

Vulnerability Assessment

Are you required to have 3rd party vulnerability assessments conducted annually, quarterly, or even monthly? Our team of experts will use
best-in-class tools to assess your network’s vulnerabilities that can be exploited by threat actors. Upon completion you'll receive an easy to
read report that includes an executive summary and Common Vulnerability Scoring System (CVSS) to help you prioritize responses and
resources to identified threats.

Servers & Backup Health Checks

Scheduled routine maintenance health checks for your server farm and backup system will keep your storage solutions up-to-date, secure,
and working at maximum efficiency. Your technology team can offload this service to our expert engineers who are current on cutting-edge
solutions, giving systematic peace of mind when it comes to your storage solutions.

Firewall Health Check

Your firewall is one of the most critical tools you have to thwart malicious attacks and threats. This type of health check conducted by one of
our specialized engineers ensures that your firewall is secure and running at peak performance. It's a perfect opportunity to discuss
outstanding issues, firewall rules, best practices, and future plans.

Network Support (Remote Support)

Few technology leaders have the luxury of having all the engineering support they need on their internal staff. Candoris remote support
offers you access to our entire team of expert engineers that can support and strategize on firewalls, servers, backups, wireless systems,
NACs, and email systems as well as provide guidance with GPOs, PowerShell scripts, SCCM, AD, and much more.

NOTE: This remote support must be scheduled in advance. Candoris offers MSP support should you need a more immediate solution in place
for all your network needs.

BONUS: Security Expert Consultation

Each of the security plans include hours with a Candoris security engineer or security leadership advisor. This I time is perfect for talking
through security challenges you may be facing or planning to tackle, enabling you to make the best security decisions for your
organization.

About Candoris o2 )

Candoris is a service provider committed to customer success and
DATA CENTER SOFTWARE

delivering digital solutions of lasting value. Their team of technical SOLUTIONS ENGINEERING

pathfinders empower organizations to confidently embrace digital
transformation through Data Center Solutions, Software Engineering,
Salesforce Consulting, and Managed IT Services. A mission-focused
company, Candoris has committed resources to impact children

around the world and at home through medicine, education, and SALESFORCE MANAGED
clean water initiatives. CONSULTING IT SERVICES
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